ABSTRACT In this paper, the problem of distributed fault detection and isolation is considered for multiagent systems with time delays. An adversarial observer is designed for each agent, using local information of the agent, to estimate the external adversaries. By utilizing the adversarial observer, the detection of the faults caused by external incipient adversaries can be handled. Moreover, a software architecture is proposed for each agent; this can guarantee the multi-agent systems immune to the agents intruded by external adversaries. At last, numerical simulations are employed to verify the validity of the theoretical results.
I. INTRODUCTION
Multi-agent systems (MAS's) have attracted considerable attentions due to their broad applications in automotive control systems [1] , unmanned aerial vehicles [2] , [3] , electric power systems [4] , and sensor networks [5] , and so on. In practice, MAS's are vulnerable to external adversaries from the network. This is because the structure of the MAS is distributed, and there is not any centralized entity to monitor the status of the whole system. The external adversaries intruding into an agent might spread to other agents through the special communication topology of MAS's, i.e., an external adversary might jeopardize the performance of the entire system. Therefore, fault detection and isolation (FDI) for MAS's with adversaries is of great significance.
There are many efforts on FDI for the centralized systems [6] - [8] and references therein. However, it is difficult to apply FDI strategies specifically for the centralized architecture directly to MAS's. This is because MAS's are distributed systems rather than centralized systems, and not all measurements available to each each agent. Consequently, distributed FDI schemes have been proposed to address the FDI for MAS's.
In recent years, distributed FDI for MAS's has been an active topic, and a variety of FDI schemes have been proposed. Sundaram and Hadjicostis [9] investigate a graph theoretic solution to address the FDI for MAS's with a broadcast model of communication. In [10] and [11] , an FDI scheme based on sliding observers is proposed to deal with the FDI of MAS's. In [12] , an actuator FDI filter is developed to detect the faults in unmanned vehicles systems. In [13] , two different monitors are designed to fulfill the FDI for cyber-physical systems with external attacks. In [14] , based on the technology of unknown-input observers, a novel distributed FDI method is constructed for interconnected systems with perfect communication. Similar method is also used to address the FDI for MAS's with uncertain system model in [15] . The problem of FDI for nonlinear MAS's is considered in [16] - [18] .
On the basis of the above review, there are some limitations on the distributed FDI for MAS's. First, references [9] - [18] consider the FDI only for continuous-time MAS's. However, in real applications, many MAS's have discrete-time dynamics. Second, in existing literature, the distributed FDI for MAS's without time delays is discussed. However, time delays are ineluctable in MAS's in view of the constraints of communication bandwidth. Recently, Shi et al. [19] investigate the issue of distributed FDI for discrete-time MAS's with measurement noises using the optimal robust observers, but the time delays are not considered. To the best of our knowledge, there are no any reported work on the distributed FDI for discrete-time MAS's with time delays.
Based on the above discussion and literature review, the problem of distributed FDI for second-order discrete-time MAS's with time delays is our focus in this paper. The main contributions of this paper are described as follows. First, a novel observer is proposed for each agent in the MAS with time delays, using the current information of the agent itself and the delayed information of its neighbour agents, to estimate the values of external adversaries. Second, based on the above observer, a distributed FDI scheme is introduced, allowing each agent to detect the fault caused by external incipient adversaries. Compared with the existing results cited in [13] - [15] and [19] , the proposed FDI scheme requires less computation and can simultaneously detect the adversarial faults in the position and velocity states. Third, a software architecture is designed for each agent, allowing the agent to be automatically removed from the network if an external adversary exits.
This paper is organized as follows. In Section II, we will provide some preliminaries and formulate the model of the discrete-time MAS's with external adversaries. In Section III, a distributed FDI scheme for discrete-time MAS's with time delays is presented. Some simulation studies are employed to verify the validity of the theoretical results in Section IV. Conclusions are drawn in the last section.
II. PRELIMINARIES AND PROBLEM STATEMENT

A. ALGEBRAIC GRAPH THEORY AND NOTATIONS
Let G = (V , E, A) denotes the weighted graph of a network with N interconnected systems, where V = {υ 1 , υ 2 , · · · , υ N , } denotes the set of nodes, E ⊆V×V denotes the edge set of the graph, A = a ij is the weighted adjacency matrix, and
A spanning tree can defined as a subgraph of the graph, where every node has exactly one parent except the root. We say that the graph G has a spanning tree if there exist a spanning tree that is the subgraph of graph G.
Moreover, I N is an identity matrix, and L N denotes an N × N Laplacian matrix of the graph G. For a given vector or matrix M , the notation M i is a sub-matrix composed of i-th row of matrix M , M T denotes its transpose, and the notation M + denotes the left pseudo inverse of M . ⊗ denotes the Kronecker product.
B. PROBLEM STATEMENT
In this paper, we focus on the discrete-time MAS's with external adversaries. The state of each agent
where p i (kT ) and v i (kT ) are the position and velocity of agent i, respectively, f p i (kT ) and f v i (kT ) represent the external adversaries, T is the sampling period, and µ i (kT ) is a consensus protocol that can be expressed as
where
To simplify the notations, in what follows, we denote kT as k. (1) and (2), it is obtained
where 
Lemma 1 [20] : Without considering the external adversaries, the MAS described in (3) can achieve asymptotic consensus if the graph has spanning trees and the following conditions hold
This lemma is the criterion of the asymptotic consensus for the discrete-time MAS with time delays as described in (3) . Throughout this paper, the conditions in this lemma are assumed to be satisfied.
III. MAIN RESULTS
A. DISTRIBUTED FDI SCHEME BASED ON ADVERSARIAL OBSERVERS
In an MAS, each agent can receive local information from its neighbor agents and can update its information according to the consensus protocol that is shown in Fig. 1 . The expanding information is expressed as
available to the agents and the local measurement of agent i
The dynamics of the MAS based on the measurements available to agent i can be written as
T ; it is the expanding information of all agents in the MAS, R i and B i are the appropriate matrices described as follows
where O represents zero matrix with appropriate dimensions, respectively. The above statement implies that
, and e β (β = i, i 1 , · · · , i n ) is a vector with all elements being zero except that the β-th element is 1.
Before presenting the main results, two assumptions are introduced for the use in the subsequent analysis.
Assumption 1: There is one adversary at agent i. Assumption 2: The external adversary is a slowly timevarying signal, i.e., there is a constant ξ such that |f
Similar to the result in [21] , the adversary satisfying Assumption 1 is called an incipient adversary.
In practice, the incipient adversary is more dangerous to the MAS due to the fact that their small effects on the network can be hidden as if they are due to the modeling uncertainty. Consequently, we consider the FDI only for the incipient adversary in the MAS.
In reference to [22] , in what follows, we shall design an adversarial observer to asymptotically estimate the value of the external incipient adversary. It is worth noting that the disturbance observer presented in [22] is designed to estimate the slowly time-varying disturbance and is proposed for centralized systems without any time delays. In this paper, we will extend the applications of the disturbance observer to estimation of adversaries for distributed MAS's with time delays. The main results are addressed in the following theorem.
Theorem 1: Considering the second-order discretetime delayed multi-agent systems described as (6), the observerf
constructed at agent i can asymptotically estimate the value of the external incipient adversary affecting the state of itself
where MB i is left-invertible, and f i (k) and z(k) are the output the state vectors of the observer, respectively.
Proof: Let the state estimate error defined as e(k) = f i (k) −f i (k). Combining with (6) and (7) results in
where M is a matrix guaranteeing that MB i is left-invertible, then the above result can be rewritten as
Considering Assumption 2, the external incipient adversary is bounded and slowly time-varying. This implies that
If is chosen as = λ 1 0 0 λ 2 with | λ i |< 1 for i = 1, 2, then e(k+1) will asymptotically converge to zero. This completets the proof.
When the estimated value of f i (k) is zero, the agent i is thought to be normal. Otherwise, the agent i is thought to be intruded by an external adversary. That is, the outputs of the observer can be chosen as the indicator of the FDI. Hence, with the effects of noises and model uncertainties, the FDI can be carried out as follows:
Iff i (k) > θ, there is an external adversary at agent i, iff i (k) ≤ θ , there is no any external adversary at agent i, where θ is the given threshold.
Remark 2: Some factors should be comprehensively considered to choose the threshold θ such as false detection rates, the effects of uncertain dynamics, noises, and so on. In this paper, the selection of threshold is beyond of the research, the detailed method about threshold can be found in [23] and references therein.
B. REMOVAL OF THE ADVERSARIAL NODE
In this section, it is assumed that graph G is at least 2-vertex-connected. This assumption guarantees that the graph has sufficient connectivity; that is, if one agent is removed, the remainders can still maintain the connectivity. When agent i (i ∈ V ) is detected to be intruded by the external adversary, it can be automatically separated according to the following algorithm without changing the consensus protocol.
Algorithm 1 FDI for Adversary Intruding into Agent i.
Step 1: Construct FDI observer described as (7) at agent i.
Step 2: Execute FDI.
Step 3: Iff i (k) > θ , close the communicate channel of agent and jump to step 5.
Step 4: Iff i (k) ≤ θ , update the information of agent, exchange information with its neighbours and return to
Step 2.
Step 5: End.
To fulfill the above algorithm, the architecture of the agent i can be designed according to Fig. 2 . The R module receives information from its adjacent agents. The FDI scheme then executes the above algorithm to perform FDI based on the information received from R module. When the FDI scheme detects that there is an external adversary at the agent i, it sends the FDI signal to the communication module. Then, the communication module will close the communicate channel. That means that the agent i will be automatically separated from the network of the MAS. Consequently, the remaining agents of the MAS are immune to the external adversary.
Remark 3: In this paper, we only consider the case that FDI for time-delayed MAS's without disturbances. However, the effects of disturbances which might be caused by the nonlinearity and the uncertainties are not considered. In practice, the disturbances always exist and might lead to false alarms in FDI. The problem of FDI for MAS's with disturbances will be investigated in our future research work. 
Remark 4:
There may be multiple adversaries in MAS's since the structure of the MAS is distributed. when the multiple adversaries simultaneously intrude into multiple agents of the MAS's, such as there are adversaries f 1 (k) and f 2 (k) in agent 1 and agent 2 at any time kT , respectively. The estimations of f 1 (k) is not immediately affected by f 2 (k) at step time kT considering the effect of communication delay. It means that the estimations of f 1 (k) only contain the effect of f 1 (k). Hence, the FDI scheme proposed in this paper can carry out FDI for simultaneous multiple adversaries. when the multiple adversaries intrude into multiple agents of the MAS's at different time, such as adversaries f 1 (k) and f 2 (k) intrude into agent 1 and agent 2 at step time k 1 T and k 2 T (assumed that k 1 > k 2 ), respectively. Using the above FDI Scheme, the adversaries f 1 (k) can be firstly detected and removed. Consequently, the estimation of f 2 (k) is not influenced by f 1 (k). It implies that the FDI scheme proposed in this paper can also carry out FDI for interval multiple adversaries.
Remark 5: The above statement implies that, using the constructed observer (7), the agent i can implement the selfdetection for external adversary intruding at the state of itself. If the whole system needs to be monitored, an observer should be constructed at each node of the MAS.
Remark 6: In this paper, we only consider the case that FDI for time-delayed MAS's without disturbances. However, the effects of disturbances which might be caused by the nonlinearity and the uncertainties are not considered. In practice, the disturbances always exist and might lead to false alarms in FDI. The problem of FDI for MAS's with disturbances will be investigated in our future research work.
IV. SIMULATION STUDIES
In this section, we consider an MAS with four agents whose topology graph is shown in Fig. 3 where the weights of all VOLUME 5, 2017 For simplicity, we assume that an external incipient adversary occurs at the position state of agent 1 and it is described as: f 1 p (kT ) = 0 when 0 ≤ kT < 10 and f 1 p (kT ) = 1 + 0.9 (kT −10) when kT ≥ 10. We construct an observer as described in (7) at agent 1 to monitor its own state. The result of FDI is presented in Fig. 4 wheref 4 shows that f 1 > 0; therefore, there is an external adversary at agent 1. Fig. 5 reveals that the states of the agent can not reach consensus under the effect of the external adversary. After applying the agent removal law, agent 1 is removed from the network at kT = 20, the remaining agents can still reach consensus, which can be seen in Figs. 6 and 7.
V. CONCLUSIONS
In this paper, FDI for second-order discrete-time MAS's with time delays has been discussed. A distributed FDI scheme has been proposed based on an observer with local information. Furthermore, we have proposed an algorithm to remove the agent intruded by an external adversary, which can guarantee the remainding agents to achieve consensus without changing the consensus protocol. Simulation studies have been presented to verify the effectiveness of the proposed approach. In this paper, we consider FDI only for MAS's with time delays. However, the effects of disturbances which might be caused by the non-linearity and the uncertainties are not considered. Hence, the FDI for MAS's with time delays and disturbances will be investigated in our future research work.
